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FHICLET,

. Audience URI (SP Entity ID) (=7« T X URI (SPZ> 7« T« ID) ) : RASH—N—HSEELT [SPITVTr

T4 ID] DIEZEEDHF X T,

) : https://40.85.122.19/userportal/sso/idp_6/metadata.xml

. Default RelayState (77 # )L k RelayState) : EHD X FIZL T,
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. Name ID format (&#7 ID OF): Unspecified] DEDEFIZL£T,

«  Applicationusername (7717 —> 3> 1—t—4%): lOktausernamel fEQFFIZLF T,

° Configure SAML

0 SAML Settings

What does this form do?

SENERAL
Single sign on URL & https:ity s /RASHTMLSGateway/sso/idp_6/assert B Where do | find the info this form needs?
| Use this for Recipient URL and Destination URL
Allow this app to request other SSO URLs
Audience URI (SP Entity ID) @ https//y w /RASHTMLSGateway/sso/idp_6/metadataxml|

Default RelayState @ Okta Certificate

& Download Okta Certificate

Name ID format §} Unspecified
Application username 1§} Okta username
Show Advanced Settings
ATTRIBUTE STATEMENTS {OPTIONA LEARN MORE
Name Name format Value
Email Unspecified v useremail

Add Another

ATTRIBUTE STATEMENTS {OPTIC
Name Name format Filter
Unspecified - Starts with
Add Another

BMRE -2/ OJ T OB

[Show Advanced Settings GHAEREDSRR) | V>0 IV v ITR L. BMOF S aVhRRINET, COXTT
OJ Ty ad 7o B LET,

1  [Allow application to initiate Single Logout (7 /U —>avil&k3d> 5L O 77 bORBEHFTT3) | F
ToavEBERLETD,

2 fRFEL7z[Logout URL (04 77 ~ URL)] DfE%x IE—L TEEOFF £ 9,
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3  HIOFIET lcers 77 MILRFLISPEEAZEZFRLTT7y 7O—RFL&ET,

Assertion Encryption Unencrypted v

Enable Single Logout < Allow application to initiate Single Logout

Single Logowt URL hitps:/ig o ‘RASHTMLEGateway/ssofidp_7logout

5P Issuer https:/a m 'RASHTMLS Gateway'ssofidp_7/metadata.xmil

Signature Certificate
okta-parallels.cer Browse..

Upload Certificate

Authentication context class PasswordProtectedTransport v
Henor Force Authentication Yesg -
SAML Issuer ID hitpzfwwe.okta.comiS{org.external Key}

4 RT7LES 414707 %ZBCET,

BEZXT—FXAVF

[Configure SAML (SAML MF&7E) ] E 2 —ICRED. [Attribute Statements (Optional) (BEXT—r XV~ (X 7> 3Y))
102 3>T ATORBUTYEYIZEMLET,

. Name (%75):E X—JL

. Name format (ZEIOFR) : F8E L L

«  Value ({8) : user.email

BEICGL T BOAXEZLZT— XY M ZBMTEET,

Okta sEFAZE %24 >O—F L THAT

SAML SREDHRBICHZRE>E D) w o LT Okta sERBEZ A7 > O— R L (Z#dk. RAS Console @ IdP #H THEIC
BOET). TERICHS [Next IN) 20 ) v I LET,
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Okta BEfROTEE=ER L. [Finish (7)1 27U v I LET,

-
===

=% Create SAML Integration

o General Settings e Configure SAML o Feedback

e Help Okta Support understand how you configured this application
Why are you asking me this?

_} T form provides Okta Support with useful
Are you a customer or partner? (®) I'm an Okta customer adding an internal app b

ground inform

tion about your app

= Thank you for your help—we a eciate |t
() I'm & software vendor. I'd like to integrate my app with Okta gl sichint bt bt e

n The optional questions below assist Okta Support in understanding your app integration.

App type 0 This is an internal app that we have created

Previous Finish
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OktaldP 7ANA S — X2F =204 >»O—FK

[Identity Provider metadata (ID ONA A —DXE7—2) ] V>0%0)wILTID JANAZ—DAEZT—E2%T

JZR=b L XML 7 7 AL ZBERIDIZRR ( TRA RFa X2 bl BE)ICREFELET,

Sign On

About
Settings Edit

SIGN ON METHODS

o and manages their credentlals for an application. Some sig

on methods require additional configuratior he 3rd party g catior

determined by the er profile mapping. Configure profile mapping
Application Username

Defauit Relay State

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

I Identity Provider r-'etada!als available if this application supports dynamic configuration.

CREDENTIALS DETAILS

Application username format Okta username

Password reveal Allow users to securely see their password (Recommended)
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A-H—FRRIN—TET IV —2a VIO ET3

T77)r—>3a >0 [Assignments (BIDHT) ] 2 7ICYIDE R, RASTTUr—> a >z AT 3Rz HOERADT
NTOA—HF—EFTUT—Sa VIt Y TET,

#° Convert Assignments E Groups v SELF SERVICE

You need to enable self service

ERLEIS for org managed apps before
Everyone you can use self service for this
Peaple 1 o band ) 7 X aop
(oo | aslntY
Requests Disabled

Parallels RAS #&p{ D52 T

IdP X2 7 —2 %G LD T, ParallelsRASZH—EX 7ONA A - LTRELE T,
ID 7ONAAZ—DAET—2%A 2V R—cLET,

1 RASConsole ZBAZ. [k h7J) —E&RLET,

2 [SAML] Z7ZE#ERLEY,

3 Oktay @ IdP F7ONAH—%HI Vv I L. [FANT1] ZBRLET

-

BV 707 7T, [IdP] 2 7Z:8RL 75
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5 [P XEF—=RDAYE—F V0%V vILET, BOFIET Okta h54 T >YO—RLEID 7ONAHA—D
XET—=2 77 ANEBRLTAVR-—bLET, REBHIESHRIOSNICZHALET,

JorFe ? P4

—fE P SP =3

IdP T74574 ID(P): |

IdP EERAS(D):

AR SO A /= M0)...

OgAy URLIL: | |

OJ79k URLIO): | |

IdP AT 504 ifi— (M)
EELFNTOENTFH-23aVEFAT3A)

Sl )

6 [BH27ICYDBRET,
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7 [HAARZL] BMEEERL. [SAML Bt 8% TEmails (. [AD EBi4] 1% Maily ICRELET, FEOBMEFER
TIESZH. CNISBERZHTHZCCIERELTLIETWL, CORBEDT—X Tk, OktaOd 1> 2—H—%/X
—I)L7 RL X (Okta NDOY 1 VIZfER) % Active Directory TSN 2——DX =)L T7RLALBELET,

FO/F1

—fz P Sp EtE

? X

FAT -

= SAML EfE AD ElE

] UserPrincipalMame # userblame userPrincipalName
OF=ID # ImmutablelD objectGUID
]siD # siD objectSid

[] sAMAccountMame # sAMAccountName sAMAccountName
MinAS L P email & Mail

reel

8 [ FZTICUIDEX. AP THERATZT—YEHERLET,

9 [OK C[@AlZIVvILET,

EHSOT R b

SP Fith

AT

1 D7 730YTaA—HY— K- EZRAZTET, SAMLT7 V7= a VICEERIT T —YZ2ERLET,

2 I R@FFREEOHIC Okta R—FZIICUAZA LI FTNET,

3 FEAITNT AL FFUT—2 3y UMD A-HF—ICREINET,
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IdP Fa%A
1 OktaR—#Z)LicOFJ1>L. BIDYTHNETTUT—>avzikEgl £9,

2 I—H—iE BIDETSsNT—YEeFRALTA—H— R=2LICUAALI SN 7TV —>3> UX LA

RREINET,
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COEDAR

U SAML 7 U T = 3 U DBttt a bbb saeen 32
Parallels RAS DH —E R E/NA H = M ..ot ssse s sssesssss et ssssesssessssssscsnns 35
SAML 7 AT = S UBBIDTET overeeeereeeseieeisssissis st sissss st st sse st se bbbt a bbb e bbb s b b as st s e b aesanes 39
FEIED T R ettt bbb e AR AR bR bR bR bbb ae bR b At A bt a st n et n e 42

JUR SAML 7 U4 —2 3 > DYER
9. UTD&LSIZPingOne TRBSAML 77U —> 3 VR ER T 2REHNHD £7,

1 PingOne (https://admin.pingone.com/web-portal/login) IZAZ 1 > L £,

2 UTFORIU—> 3y MIRTELSIC. [MyApplications (Y7 77U —>3aV) | 2 T=28RLET,

PingOne' DASHBOARD  APPLICATIONS USERS SETUP  ACCOUNT @ | M [ signor
My Applications Application Catalog PingID SDK Applicati OAuth ing:
My Applications
SAML
——

Applications you've added to your account are listed here. You can search by application name, description or entityld

« Active applications are enabled for single sign-on (SSO).
« Details displays the application details.

Application Name Type Status Enabled
ﬁ Parallels RAS SAML Active Yes Remove >
| ' Parallels RAS Dev SAML Active Yes | Remove >
A ——
L5 Parallels SAML Webteam SAML Active Yes Remove >

Add Application ~ Pause Al SSO @

Search Application Catalog

Request Ping Identity add a new application to the application catalog
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5

[Add Application (7 71U —>3>®EM) ] 2 ') w2 L. [New SAML Application (1L UL SAML 7 X7 —>
IV EBRLET, FIR7 VT —>ay U= RHPBEIET,

I'1.Application Details (77U —> 3 VEEl) 1 XR—J T, UTOT—42ZEMLET,
*  Application Name (7714 —2 3 >4) : Parallels RAS (£ 1z i3EE D) o
*  Application Detail (7 77— 3 > D FM) : Remote Application Server (£ 7z IdEED %) -
+  Categor (A7 —): Z0fth

+  Graphics (T 714 v I R):BEIZIGL T, 256256 EVEILDT A AV% png X T7 v FO—RLET,

New Application SAML Incomplete "No

1. Application Details

Application Name

Application Description

Category = Choose One

«

Graphics  appjication Icon

For use on the dock

Change

NEXT: Application Configuration UL Continue to Next Step
Add Application ~ Pause All SSO @

[Continue to Next Step (XD X 7w IANED) | 2o U v I LET,
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6 2. Application configuration (7 77— 3 VERE) | R—IUHESTET

& Parallels SAML Webteam SAML Active Yes™ Remove 3

New Application SAML Incomplete “No |

2. Application Configuration

| have the SAML configuration | have the SSO URL

You will need to download this SAML metadata to configure the application:
Signing Certificate = PingOne Account Origination Certificate ¥
SAML Metadata Download

Provide SAML details about the application you are connecting to:

Protocol Version @SAMLv2.0  SAMLv 1.1

Upload Metadata @ Select File | Or use URL

Assertion Consumer Service (ACS)
Entity ID

Application URL

Single Logout Endpoint @

Single Logout Response Endpointg

Single Logout Binding Type  Redirect — Post

Primary Verification Certificate @  Choosefie | No file chosen

Secondary Verification Certificate & No file chosen

Encrypt Assertion @
Signing & © Sign Assertion () Sign Response

Signing Algorithm @ = RSA_SHA256 =

Force Re-authenticationa@

7 ZDR—I T, Ping Identity 15 SAML X257 —2% 47 O—R§2HRENH D £9, [SAML Metadata (SAML
XBAT—=2)] SNILOED [Download (X0 >O—R) ] U>o%xIIvILET,

SAML Metadata Download '
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8 XBF—277A) (xm)ZO—H)L RS TIRELET,

9  Parallels RAS Console ictID & X £,

Parallels RAS O —E X FO/NA S — 8K

ID 7O/ 4 —¢ LT PingOne BN L. ParallelsRAS ZH#—E X ZO/NA4— (SP) £ LTHER T ZHBEHLRHD £,
RAS Console Tv UTFO&LSICID FOANA A —%BMLET,

1 [ AHA7IV—%BRLET,

2  [SAML] 2 J%&ERLET,

3 [BRU]-[EMZVYILET,

4 [TPATVT1T« TANAE =28 T« — R T, 7ONAE—aEAHL. TONIE—ICEERMITET—<
TERLET,

PAFUTATATONA - 0:E0 ? >

|| Parallels’ =

£H(N): I |

F-Ye—@IEET3(U): [<Default> V] | #EfemO. |

DR SFEQTO/A Y- ERENST I0CERT Ay FEERLEY.

O REEHR 1P A9F-504 V-1

Hll: httpsy/fwwnw.contoso.comymetadata. cmi

® T7A LG 1P AT -FEA - 3(P)

| | [

Fl: c¥mydocuments¥metadataxmi
O P BREFETAALET (M)

| H-EXTONATER(S).. 3w [ = ][ s
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5 [Z7ALD5 AP XETF—=REAVYR=FFTB] £ 7> 30%FRL. GIOFIET PingOne H54 U >O—R LT
SAML X7 —=2 771 L ZIREL T

PAFUFATAFONA - 03800 ? =

|| Parallels’ =

HFR(N): | |

F-TE—#RIERETHU): | <Default> v | mmEmO. |

D4 -Fi FEQTD/ Y- ERETET I0ICER T IAYyFEERLES.

O AEEH IdP A9T-F 0 -1

Fl: http sy www.contoso.comd metadata.xmi

@ T7A IS [P AFT—F%A - F 3P

| fsaml2-metadata-idp.xml | E'

#l: c¥mydocuments¥metadata.xmi

O P EBEFETAALEF(M)

| H-EXTONATER(S).. <23 | mam> | | #even

6 [RANZJUYILEY,
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7 ROR=ITIE. (IdP Z¥T T+ ID]. [IdPFEEAE]. [AJF Y URL]. LU [AT 7T URL] 7 —IL RN
A YR—bINXZT—2=2FBLTEPNICRESNE T,

FATUTATATONAF 02 ? *

|| Parallels’ =

IdP T F-17 ID(P): |htlp5:,."fpingc|-ne.cum.."idp |

IdP EFBASHD):

£ >

| RSO IT-NM)..

074> URLIL): |htlps:..".."ssu.cl:mnect.pingidentity.cun‘l.."ssufidpfssu |

047 URL{O): |htl|:}5:..".."55|:|.e:|:|r1r1E-4:t.|:1im;|i|:|E'ntitg,r.e:l:rn‘l.."sscr,lr |

EESbEsh TIvEnTFH—2ayEEa g 3(A)

| $-ETO- RS, | C<mam | =T ]| wwew

8 RASConsole T[RT]ZZ7Uvo L. BRI E7JVvILET,
9 ER LTz 1dP 7N 4 =% /o7y oL, [FANT1]Z0)vILET,

10 [BiE]27z2#RLET,
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11 [AR2L)EEL%EZIRL. [SAML EBi4] % [Email] ICZE L £, [userPrincipalName] Elf% 2 ) 7L £ 7,

FOrF ? X

—& | ldP Sp EiE

HA0 -
£ SAML Eif ADEiE
] UserPrincipalMame # MNamelD userPrincipalMame
CFZID # ImmutablelD objectGUID
[]siD # SID objectSid
[ sAMAccountMame # sAMAccountMame sAMAccountMame
NAG L # Email # Mail

oot AT

12 RASConsole T[OK|Z#ZUwo L. (BRI Z2)vILET,
13 [dP 7ONA 4 —@ [FANT1] D1 7O % BERE. [SP1 2 JICYIDBEZ T,

14 SPHEZEXML 7 7AILICTIXR—bL. O—AIL RSATICRELES,
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15 [AJAYURL] 220V v T R—RICOAE—TF3D T7MILCHRELET, XROEI > 3V THAT S L SIS0 Pin
gone EBE VY — L TIEE T BHENHD 75

J0I(F1 ? X

—f&  IdP sp BiE

ARH): | |
SP IY7471 ID(E): |https:// /RASHTMLSGateway/sso/| idp_3/metadata.x| ]
1J754 URL(R): I https:// /RASHTMLSGateway/sso/idp_3/assert | ]
0% URL(L): Ihttps:// /RASHTMLSGateway/sso/idp_3/login | ]
OJ79RURLIO): | https:// /RASHTMLSGateway/ssofidp_3/logout | [l
SPEEFAS(C: | ----- BEGIN CERTIFICATE----- A

< >

FAEASOIITAR-HP)... BERIN)

oyl || AT

16 PingOne BIEIYVY—ILIZED. FILWSAML 77U —2 3V OBMZERT LEY, HiFZHd,

SAML 7 75— 3 18D 7

SPXEF—=8%ZT7AIUCTY AR— kL7, PingOne 27 v FO—RLTSAML 77U —>a > OBMZETRT I %
BEHHD T,

PingOne B 1>V — )L T. UTOFIEZETLE T,
1 2. Application Configuration (7 ) 7—> 3 Vi) | XR—JIZRD £7,

2 [Protocol Version (O ~J)L N—=3 )] 7AONT 1% [SAMLV2.0 ] IZRRELET UTORIU—=> 23y b
=580,
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3 RAS Console IfRTFLTc SP X4 T —2% 7w 7O— R 3ICId. [Select File (77 1ILDER) | RE Y& vy
LTXMLZ7 7ML EBRLET,

2. Application Configuration

| have the SAML configuration | have the SSO URL

You will need to download this SAML metadata to configure the application:
Signing Certificate = PingOne Account Origination Certificate ¥
SAML Metadata Download

Provide SAML details about the application you are connecting to:

Protocol Version @SAMLV2.0  SAMLv 1.1

Upload Metadata @ Uploaded file:Ping.xml
Select File | Or use URL
Assertion Consumer Service (ACS) | https:/ras-i wsmegm pomvmy n
Entity ID | httpsi//ras-ii res=megs pemspgen
Application URL | https:/ras-t. ~mss=meges pommpyn
Single Logout Endpoint @ | https://ras+ w=s=megs gy n
Single Logout Response Endpoiné hitps://ras4l "=y E—

Single Logout Binding Type ~ Redirect @ Post

Primary Verification Certificate @ | Cheosefile | No file chosen

sami20metadata.cer

Secondary Verification Certificate @ _ No file chosen

Encrypt Assertiona (O
Signing @ @ Sign Assertion (" Sign Response

Signing Algorithm @ = RSA_SHA256 s
Force Re-authentication@

Keep the following in mind when creating your connection:
1. Both SP- and IdP-Initiated SSO are allowed
2. Map SAML_SUBJECT in your attribute contract, plus any attributes (configure them in PingOne later)
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BODT7 TV r—>ay TAONTAEZUTOLSICRELET,

. Application URL (77 71) % —< 3> URL) : RAS Console ® TldP ZON14— FONT 1 404 707D [S
Pl 2 7I2H2 [AJA 2V URLI U VY BIDE I3 TAE—FRIFRET D LSICIBRLE) V) #EED
IT£9,

«  Single Logout Response Endpoint (> 4L O 77 b L ARV X TV RARA > k) :[Single Logout Endp
oint] 7 —J)LRABUYIEIL—L. TTICHDMITET,

*  Single Logout Binding Type (> > O 7o b N1 > T4 25 24 7F) : [Post] 7 7> 3 VEERLE T,
. Encrypt Assertion (7 H—> 3 >V OBESML) : FT v IRV I AEZAXTIZLET,

. Signing (E%) : [Sign Assertion (B 7H—>3 V)1 47 a v EERLET,

«  Signing Algorithm (B4 7L J') X L) :[RSA_SHA 256 ] ICERE L £ 9%

. Force Re-authentication GRFIBEREE) . F vy Ry I RZEF TIZLET,

[Continue to Next Step (XD X T v IAED) | 20U v I LET,

[ 3. SSO Attributes Mapping (SSO Bl<wE>%) 1 R—I T, [Add new attribute FFiREMEDEM) | 25 1)
vILET,

3. SSO Attribute Mapping

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Application Attribute Identity Bridge Attribute or Literal Value Required

1 email Email TA ra Advanced ®

Add new attribute
NEXT: Group Access Cancel Back Continue to Next Step

| ' Parallels = (= SAML Active Yes Remove ’

=4 Parallels SAML ‘s SAML Active Yes Remove }

Add Application ~ Pause All SSO @

[Application Attribute (77U —> 3 EMH)] 74— L RIZ Temails ¥ AL, [ldentity Bridge Attribute (ID
Ty ORBMH) ] 74 —ILRT[Email] Z:&RL 7,

[Continue to Next Step (XD X T INED) | 27Uy I LET,
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9 4, Group Access (JIL—T 71 R) ] R=I T, BEICGCTHRT7 IV r—>aroi—y—idsI—>7+
FEDYTETD,

4. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and
will see this application on their personal dock.

Search

Comprene

Users@directory Remove

Domain Administrators@directory Add

T — e

10 [Continueto Next Step (XD AT v IAEL) | V) w I LET,

11 V44— FORBOR—ITREZRE L. [Finish(ZT7)] 22V vILET,

EHROT X b

SP FAtA

1 917 757 Ta—H—R—2)L R—=T (f: https://ras01l.westeurope.cloudapp.azure.com/userportal) % B =
9. SAML7 U —> a3 VICEBENRITIT—YZ2ERLE T,

2 TARTHIELWEEIE PingOne D R—ZJLICUAAL I MEIN, YAV VEFITTEET,
IdP B#A

IdP 2 & » TRt I M7c SAML B85 % PingOne W' S EIEREER I 51C1&. [Applications (7 /U —>3>Y) ] XZa—T7
TVlr—=vaveEoUvILETD,
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Application Name

New

Type Status Enabled

SAML Active Yes™ Remove

lcon@
Name @

Description @

Cal

10

qgory @
Connection ID

nvite SAAS Admin

New

Parallels RAS SAML2.0

Other

These parameters may be needad to configure your connection

saasid

Issuer

idpid

Protocol Version
ACS URL
entityld

Initiate Single Sign-On (SSO) URL @

Single Sign-On (SS0O) Relay State @
Signing Certificate

SAML Metadata

Single Logout Endpoeint

Single Logout Response Endpoint
Signing @

Signing Algorithm e

Encrypt Assertion @

Force Re-authentication o

https://pingone.com/idp

QAR GOh

SHNVILV &V
hitps:/h RASHTMLS5Gateway/ssofidp_32/assert
hitps

xml

hitos

ttps

lick the fink below fo open the Single Sign-On page:
ISingle Sign-Ox

ssofidp_3/logou
ssofidp_3togout

U>o%o1) w2 LT ISingleSign-On (> F )L 124 Y) 1 R=JEREC L. RAS A—H— R—ZILOFEHER—TIC

ALY bENET,
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SAML 2.0 |2 & % Thales SafeNet Trusted Access
EDRE

DEDOHNA
TV SAML 77 1) T S T S D BB oottt e et te e se s st st tese e e s tesesenenessasatasesenesensssseseneneneaen 44
Parallels RAS M —E R /XA B BB .ottt s ss st sa s ss st s sessssasasasnens 51
FEITED T R ettt ettt et et oo e et s et eaeae et et et e s e s e e et et st ene s s ettt enesenene et et et e aenene ettt esenenereneteeeesaenenenen 54

AE SAML 7 7V r—< 3 > OER

FASAML 7 71U r—>a V&R L £75

1 EIEEERER%EEAL T SafeNet Trusted Access R—ZILICOT 1> LE T,

2 [Applications (77U —>aV) | ICYIDBX. ] 743 27Uy I LTHLWIZ U= a >y EBMLET,
3 TAdd Application (7 )7 —> 3 > DB 1 R—TT. ISAML) CAALET,

4 HRFETFIVEV)vIL. TGenericTemplate] #RERLET, RoMofbH. [+] 7raAVEIVYvILET,

Add Application

Select an application to add

-
m GenericTemplate
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5 [Display Name (RR&)] 74— RIZ7 TV Tr—> 3> 0%&eiE A L. [SAML] Z:Z3R L T [Add GEM) ] &2 1
v LET,

Add Application

Display Name
[ ]
1 y | GenericTemplate

Integration Protocol
Specify which integration protocol you would like to use:

samL ©
oioc @

See Help Documentation (' for detalils.

6 IStep 01 : GenericTemplate Setup CRAT > 7L — FDERE) 1 R—TT. [Download metadata file (X 27—
B I7AINDETYA—R) | REZVEI Yy L. 7710 EO—-RI RS+ 7 (i : mydocs\Safanet.xml) (ZR7E
L¥Y.
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7 [Next(RN\)]Z27UvIL&ET,

o

& Configure & Assign

Step 01: GenericTemplate Setup

Download the STA metadata file. Import the file into GenericTemplate.
—h See Help Documentation (' for details.

Download metadata file &

A Meotscts e .
ﬂ Switch to Manual Configuration

T

8 Step 02 : STA Setup (STASRTE) | R—IDKRRFINFE LS. RAS Console (CBENL TH LW IAP ZFONA 4 —
EERTBHBELN DD FT, COFIBEOFHMCDOVTIE. TParallels RAS DY —E X F7ONA 4 —EHIS5—! BR
FTHRODDEBA. (p.51) 1 BIEBBL TSIV, FOEIY 3V THAINTWEFIEERITLTHS. C
CICR2TLIEE L,
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9  SafeNet R—#JLICED. [Upload GenericTemplate Metadata GRET > L — b XZFT—207v7O—-R) ] %
71)wo LT, BIOFIETRAS Console ICTY ZRR— R LI=XML 7 71 IILEBERLE T,

o

£ Configure & Assign

Step 01: GenericTemplate Setup

Step 02: STA Setup

Download the GenericTemplate metadata and import it into STA.
See Help Documentation (£ for details.

Upload GenericTemplate Metadata &

Switch to Manual Configuration

Application Metadata

10 7y 70—-R&R R-—IHDBEHIN. STAREDEBHZRITTIET,
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12

48

[Account Details (7 h~ > h5EMH) | 2> 3> T, RAS Console ® [SP] 2 JICHZ7=E2%OJ 7 M URLZIE
—LTHDOMITEY,

C -~

© Configure® W Ass

The application is rod ready for use untll you Save the configuration »
Step 01: GenericTemplate Setup w
Step 02: STA Setup -~

st Seo Halp Documentation (2 for detais

hitps:/ - a= s - RASHTMLSGateway/ssa/idp_2/metadcata xmi

RASHTMLSGatewsy/'ssa/idp_2/asser

SAML Certficates
s getride e tolicmwang

@ Request Signing Certinicate

FOMDT 4 =L FICIBATDOLSICANLET UTORIU -3y beBR),

. [User Login ID Mapping (21 —%'—0O%'1 > ID ®EIH HT)]>[Name ID (7] ID) ] : [SAS user ID (SAS 21—+
—ID) ] ZFERL X7,

. [Return Attributes (') Z— > &%) | > [Return Attributes (U 2 — &%) ]: TUPNJ] EAHDLET,

. [Return Attributes (\) % — V&%) ] > [User Attribute (Z—1'—E1%) ] : [Email address (X—I)L 7 RL R)] %
BRLZXY,

. [User Portal Settings (1—%'— K—% JLER7E) ] > [Service Login URL (}+—E X 04/ > URL) ] : RAS Conso
led[SP]Z7H 5 URLEIE—&R—XMLET,

. [Advanced Settings (¥{fi5%E) | > [Name ID Format (%87 1D 2=0) ] : [Email] ##RL £,

. Enforce User Name (1 —t'—%@5&H!) : FRAAJEERIZSIE. [Use username from SAML (SAML 1) J T X
O1—H—%%FH) ] Z#RLET,
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*  Signature Algorithm (E% 7L 3 X L) :[RSA-SHA 256 ] Z#IRL £ 7,

User Login ID Mapping
Please select which attribute should be mapped to the NamelD parameler. The NamelD gets sent 10 the application s part of the authentication process and represents the login ID of the user on the applcation,

SAS User ID

Return Attributes
Map Service Provider SAML return attributes to user attributes for single sign-on.
UPN Emall address v

© Add Attribute

User Portal Settings
Please configure the faderation modeas and if required the Service Login URL. Thesa settings are aptional but required o launch an application from the User Portal

(]

SP Initiated & IDP Initiated

0

M

hitps/ifi - me = . RASHTMLSGateway/sso/idp_2/login

Advanced Settings
O

Email

Li]

® Use username from SAML request, if available
Prompt user to enter a username

L]

RSA-SHA256

UFD&SIEAT2aveRELET (UTORIU—=22ay b EER),

. Authentication Request Signature Validation (F2EEEKE LX) : [Skip request signature validation (£
KREGRTZE XXy /)] ZBERLET,

»  Assertion Encryption (71 —2 3 VBES1t) : [Assertion not encrypted (7 H—> 3 VIS IN TV EY
A EERLETD,

*  Response Signing (I5&NDE4) : [Sign Response (L ARV RICEST3) | ZERLE T,

. Binding Protocol (/N > 7« >4 70 k 3JL) : [Enforce Post Binding ((RA ~/N\1 VT« Y DEKE) ] 38
RLET,

e Signature Key Name (E%+—%): [None (4L) ] ZFRL £ 7.
« IdpInitiated Sso Relay State: ZHD FXICL £7,

. Logout Channe (14 77 k Fv /L) : [Front] Z:ERL £7,
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AUTHENTICATION REQUEST SIGNATURE VALIDATION e

Verify request signature
@ Skip request signature validation

ASSERTION ENCRYPTION o
@ Assertion not encrypted
Encrypt assertion

RESPONSE SIGNING e

Sign Response

BINDING PROTOCOL o
@ Enforce Post Binding
Unspecified

GROUP RETURN ATTRIBUTE FORMAT o
@ SAML attribute/value pair
Comma separated list

SIGNATURE KEY NAME i

None

IDP INITIATED SSO RELAY STATE o

LOGOUT CHANNEL o
@ Front
Back

ar

a
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TAN
=

14 [Save configuration (REDRTE) |2V Jw o L. [Assign (BIDHT)ICYIDBX T,

o

## Configure & Assign

%' Assign to Users

Assignment specifies which users are authorized to access an application.

Assign new to the following users:

No users
@® All users

Users from any of these user groups:

15 [Allusers (IRTOI—H—)] % BIRT 3H. 2——/JIL—F%&ERL T [Save configuration (B DEE) ]
v LET,

16 77U —>avhactive(7U0 T« 7) ] LTRRINET,

Parallels RAS Dt —E X FO/N1 X2 — 18K

(s

COFIETIE. ID FO/N1 4 —& LT SafeNet Trusted Access BT 3 Z & iC& D, ParallelsRAS #H—E X PO/

A—(SP) L LTI BHENDHD T,

ID 7ONAZ—%BMY BICid. U TOFIBICRENET,
1 RASConsole T. [¥&& h7JU—%BRLET,
2 [SAML] ZT7%ZZBIRLZEY,

3 [BRI]-[EMZV)YILET,
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4 [IDFONAHA—=%EM] TV« =R T, 7ONAE—BEAHL. I—H—R—ZI 7—I%BRLET,

5 [Z7ALUDSIP XRF—=2%EAR—=bFTB]F 7> 3 >0%BIRL. LAENIC SafeNet Trusted Access R—ZILH 5

AIYO—RLIESAMLXZT—2 771\ ZIBELEY. DAASAMLT7 77— a2 (p. 44) 1 28R
LTLETE L,
FATITATATOIAF - DB ? b

|| Parallels’ =

ZH(N): | |

F-YE—HRIERTAU): | <Default> v | mmemO. |

- FEOTON Y- ERERRT I0CERT Ay FEERLET.

O AAEEH IdP AFT-901 21—k

Bl: htp sy fww contoso, comymetadata, cmi

® Ir{IAS IdP AFT-9% A V-3 3(P)

| C¥lUsers¥ ¥Desktop¥Safenet-IDP-GT.xml | E

l: c¥mydocuments¥metadata.xml
O P EREFETAALET (M)

| H-ERTOIA T HER(S).. <Fam) [ mAamN> || #evt

6 [RANZJUvILETS,
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7 ROR=ITIE. (IdP Z¥T T+ ID]. [IdPFEEAE]. [AJF Y URL]. LU [AT 7T URL] 7 —IL RN
A YR—bEINXET—22ERLTEFNICANTINE T,

FATUTATAFON A F- 03800 7 x

|| Parallels’ =

IdP IY7474 ID(P): |https:// Jauth/realms/nfblcuziuz-sta |

IdP EERAS{D):

< >

| EESOUE-NM).

057> URL(L): |http5:ﬁ Jauth/realms/nfbicuziu2-sta/protocol/saml |

OJ79R URLIO):  |https:// Jauth/realms/nfbicuziu2-sta/protocol/sam| |

EE SN TVENF -3y EHTE3(4)

| $-EATOAS-EES.. | C <E3® [ ®T || #wm

8 RASConsole T[RT]ZZ7Uvo L. BRI E7JVvILET,
9 [SAML] 27T, fER L7 IdP F7ONA 4 —%HFU U v L. [Properties] ® o) v LET,

10 [BiE] 27ICUI0E R, [DRAEZL] BIEZEIRLE Y, [SAMLEM] EZ TUPN] (C. AD BMfE%= Maill IC5REL
9,
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11 [UserPrincipalName] BENBIRIN TV BRBEIET )7 LET,

FOrF ? X

—& | ldP Sp EiE

HA0 -
£ SAML Eif ADEiE
] UserPrincipalMame # MNamelD userPrincipalMame
CFZID # ImmutablelD objectGUID
[]siD # SID objectSid
[ sAMAccountMame # sAMAccountName sAMAccountMame
NAG L # UPN # Mail

vt AT

12 RASConsole T[OK|Z#ZUwo L. (BRI Z2)vILET,
13 [dP 7ONA 4 —0 [FANT 1] 21 7O % BERSE. [SP] 2 JICU0EZ£7,
14 SP#HEMEXML 7 7ILICTIRR—FL,. O—HI RSATIRELET, CHUd. TRASAML 77U —2 3

DR (p. 44 ) 1 B> 3 Y DOFBBICHE > T, SafeNet Trusted Access R—ZILICA VR— T EIURENDH ST 7
1ILTY,

BHROT X b

SP BAA
1 917 7S5YYTRAS I—H— R—2LEESET, SAML 7 FUS—> a3 VICEER T —< 2 FEALET,
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2 O—H—(F. FBELD=®IC SafeNet Trusted Access R—ZILICUA AL I RTNET,

SafeNet Trusted Access Q-

. Welcome! ’ . .

°® £
® 5
comapomrs gemalto’
) . 22
o
& -~

3 FEAITNT AL FFUT—2 a3y U R A-HF—ICREINET,

IdP Bth
1  SafeNetTrusted Access R—#ZJ)LICOF 1> L. BIDYTHENZT7 TV T—>a EEEFLET,

2 I EDETshT—TzeALTaA—Y— R=FILICUZIL IS, 7T)T—23 > DR
RREINET,
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